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Ha ob1emM cobpaHuu 3aBenylolnas Y «Jlerckuii can
[Ipotokon Ne 3 ot «12» nexabps 2016 rona KOM6HHHp H jro Buna Ne 32 «Ckazkay
“// N.B. KoxeBHHKOBa

IIpuka3s Nﬁ7 ot 14.12.2016 rona

PEI'TAMEHT
paboThbl Mo 3anmycKy U 0G0HOBJIEHHI0 AHTHBHPYCHOI'0 IPOTPAaMMHOT0 oGecrnevyeHHs

Vi

B kauyecTBe MCTOYHHMKA yrpo3 HHGOPMAIMOHHONW 6E30MacCHOCTH MOXKET BblCTyH&'F%éﬁOBeK
aubo rpynna JNOJeH, a TakKe HeKHe, He3aBHCSIIHE OT IeSTeTbHOCTH quOBe‘}?ca,;«fipo;\aneHm.
Mcxons U3 aToro, Bce HCTOUHHKH YTpO3 MOYKHO Pa3eIuTh Ha TPU TPYIIIBL: j‘w

e YeanoBeuyeckuii ¢paxtop. JlanHas rpynna yrpos cBs3aHa C neﬁéTBnﬂMH yesloBeKa,

MMEIOLIEr0 CaHKIIMOHUPOBAHHBIA HJIM HECAHKIIMOHUPOBAHHBI ‘zlocryn K HH(pOpPMALIUH.

YTrpo3sl 3TOH TPyl MOXKHO Pa3/IeIUTh Ha:
v/ BHEIIHHE, K HHMM OTHOCATCS JEWCTBUA KHOEp-NpECTy goB XaKepoB, HHTEPHET-

MOLIEHHHKOB, HEAOOPOCOBECTHBIX MAPTHEPOB, KpHMHHaJII:%;E\X CTPYKTYP.

v/ BHYTPEHHHE, K HUM OTHOCATCS JEHCTBUSA nepcoHaa; Ro’MnaHHH a Tak)Ke MoJib3oBaresei

JIOMAIlIHUX KOMIIbIOTEpOB. JIeHCTBHS HaHHBIX m@g@»}a MOTYT OBITh KaK yMBIIIJIEHHBIMH,

TaK U CIyYaWHbIMH.

%

e Texuuueckuii ¢akrop. dta rpynna yTpos "CBfi3aHa C TEXHMYECKUMH NpobieMamMu —
¢u3nyeckoe U MopasibHOE yCTapcrgaHHe UCTIONB3ytoNIerocss  060pya0BaHus,
HEKaYeCTBEHHbIE MIPOrPAMMHBIE U napa"mme cpeactBa o6paboTku HHGpopMauuu. Bee
3TO NPUBOJAHMT K OTKa3y 060py1103am1’§ ¥ 3a4acTylo NOoTepH UH(pOpMaIHH.

* Cruxuiinpiii pakTop. J1a ‘xyrma yrpo3 BKJIIOYaeT B ceOsi MPUPOAHbBIE KATAKIM3MBbI,

CTHUXHHHBIE OEICTBHUSA I/I npo"tme (bOpC -MaKOpPHBIE 00CTOSITENLCTBA, HE3aBUCALIME OT

JESATETIBHOCTH JIIOJIEH.

Bce Tpu ucrounuka y‘rpég H606XOIIHMO 00s13aTeNIbHO YUYHUTHIBATh NMPU pa3paboTKe CHCTEMBI
3aUIMThI HH(bopmaunormon%ewnacr{ocm

Pa3Butue COBpeMe}{H})IX KOMITBIOTEPHBIX TEXHOJIOTHH M CPEJICTB CBS3U, AAE€T BO3MOXKHOCTD

3nomeumeHHHKaM ' HCTIOJB30BaTh  pa3JIMYHble HCTOYHHKH  paclpOCTPAHEHHUS  yIrpos.

PaccMoTpuM nx nonpoGHee

DS Hl?t&»eguem

L3 noGansHas ceTh VHTepHET YHUKATIbHA TEM, YTO HE SBISETCS YbEH-TO COOCTBEHHOCTHIO H He
umée \ eppmopna.nbﬂmx rpaHuIl. 9TO BO MHOIOM CIIOCOOCTBYET pa3BUTHIO MHOIOYHMCJIEHHBIX
BeG- -pecypcoB ¥ obmeHy uHGpopmainuei. Celiyac 11000 UYEIOBEK MOXKET MOJYYHTh IOCTYN K
JIaHHBIM, XpaHsImMcs B IHTepHeTe, Wi co3/1aTh CBOH COOCTBEHHBIH BEO-pecypc.
OnHako 93TH  Ke OCOOEHHOCTH TJ00aJbHOM CETH TMPENOCTABIAIOT  3JI0YMbILIJICHHHKAM
BO3MOKHOCTH COBEPILEHHUS MPECTYIUIEHHH B VIHTEpHETE, IPH 3TOM 3aTpy/AHsA UX OOHapyKeHHe

1 HaKa3aHue.

310yMBIITIEHHAKN Pa3sMELIAOT BUPYChl M JpyrHe BPEIOHOCHBIE IIPOrpaMMbl Ha BeO-
pecypcax, "MacKMpyloT' MX IO Moje3Hoe M 6ecruiaTHoe nporpaMmHoe obecnevenue. Kpome
TOTO, CKPUIITHI, BBTOMAaTHYECKH 3aIlyCKaeMble NTPU OTKPHITHHM BEO-CTPAHMIIBI, MOTYT BBINOJIHATD



BPEIOHOCHBIC JCHCTBHS Ha BallleM KOMIIBIOTEPE, BKJIKOYas M3MEHEHHE CHCTEMHOIO peecTpa,
KpaKy JMYHBIX JAHHBIX U YCTAHOBKY BPEIOHOCHOT'O IPOTPaMMHOTO 00eCTieueHHs.

Hcnone3yss cereBple TEXHOJIOTHHU, 3JIOYMBIIIJIEHHUKY DPEAINM3YIOT aTaku Ha YAAJICHHbIE

YaCTHbIE KOMIIBIOTEPBI M CepBepa KOMIAaHUM. Pe3yinbTaroM TakuMX aTaKk MOXKET SBIISATHCS
BBIBEICHHE PECypCa U3 CTPOs, MOIYYEHHE IIOJHOIO IOCTyIa K pecypcey, a, CIeI0BaTECNIbHO, K
UH(pOpMaLIMH, XPaHAIIEMCsl Ha HEM, HCII0Ib30BAHUE pecypca Kak 4acTu 30MOU-CETH.
B cBA3M C MOSABIEHUEM KPEIUTHBIX KapT, IEKTPOHHBIX JEHEr M BO3MOXHOCTBIO HX
UCMOJb30BaHus 4epe3 VHTepHeT (MHTepHeT-Mara3uHbl, ayKLMOHbI, IEPCOHAIBHBIE CTPAHUIIBI
0aHKOB M T.1.) MHTEPHET-MOLIEHHMYECTBO CTaj0 OJHMM U3 HauOojiee paclpOCTPaHEHHbIX
IIPECTYILICHUH. \\

% Hnmpanem \{\b

WuTpaner — 3TO0 BHYTpPEHHSAS CE€Th, CHENMalIbHO pa3zpaboTaHHAs i BIICHUS
uHpopManuell BHYTpUM KOMIIAHWU WM, HAIpUMEp, YacTHOW JOMAaIlHEel \iu
ABJISICTCS €MHBIM IIPOCTPAHCTBOM [UI XpaHEHUs, OOMEHa U JI0CTyIa K Maluu s BCeX
KoMIIbloTepoB ceTu. [loaTomy, ecnu Kakoi-mubo U3 KOMIBIOTEPOB C 3
KOMIIBIOTEPBI IIOJIBEPTalOTCS OIPOMHOMY PHUCKY 3apakeHus. Bo fime BosmmMKHOBeHMA
TaKUX CUTyallMi HEOOXOIMMO 3alMIATh HE TOJBKO MEPUMETP (&&o Y KaX/IbIi OTACIIbHBIN

> HWntpaner
a)KEH, OCTaJIbHbIE
KOMIIBIOTED.

X aﬂeKmDOHHa}l nouma
Hamune modToBBIX HpI/IJIO)KeHI/II\/JI IMPAKTUICCKU Hs g OM KOMIIBIOTCPE, a TAKKEC TO, YTO

BPCAOHOCHBIC MPOrpaMMBI IMOJIHOCTBIO HUCITIOJIB3YIOT JKUMOC JJICKTPOHHBIX aIPpECHBIX KHUT

IJIA BBIABJICHUS HOBBIX JKCPTB, obecneyuBaeTr 0
BpPCIOHOCHBIX IIPOI'paMM. ITonb3oBaTens 3ap
pacChl1aCT 3apaKCHHBIC IMHMCbMa aJpcCart;

HATHBIC YCJIOBHUA U PACIIPOCTPAHCHUA
'O KOMIIBIOTEpA, CaM TOIr'O HC Imoa03peBasd,
OpbIC B CBOIO 0O4YCPCAb OTIIPABJIAKOT HOBBLIC

3apakeHHbIC MUChbMa U T.1. Hepenku , KOrJla 3apa)XCHHBIH (haiyl-TOKyMEHT 110 MPHYUHE
HEJ0CMOTpa IIOMAACT B CIIMCKH Pa 1 KOMMEPUYECKOW WHPOPMAIIUU KAKOH-THO0 KPYITHOM
KOMITAaHUU. B 3TOM cnyt{ae CTpa HE IIATh, a COTHU WM AAaXKE TBhICAYU a6OHCHTOB TAaKUX
pPacchUIOK, KOTOpBIE 3aTeM JIOT 3apaxeHHbIe (aibl JecAaTKaM ThICSIYaM CBOUX
a0OHEHTOB. 9

[Tomumo  yrpo3br WKHOBEHHUS BPEJOHOCHBIX IPOTPaMM CYIIECTBYIOT TpodiieMa
BHEIIHEH HeEXXenaT MOUTHl PEKIAMHOTO XapakTtepa (cmama). He sBnsisich MCTOYHHKOM

IpSIMOH  YTpo % enarejabHas KOPPECHOHJEHIMS YBEIMYMBAET HArpy3Ky Ha IIOYTOBBIE
cepBepa, C )1@ HOJHUTEIbHBIN TpaduK, 3acopsieT MOYTOBBIM ALIMK MOJIb30BATENs, BEJleT K

oTepe CT'0 BPEMCHHU U TEM CAMBIM HAHOCUT 3HAYUTEIbHBIN (I)I/IHaHCOBHﬁ YPOH.
Tax 0 OTMCTUTH, 4YTO 3JIOYMBINUICHHUKH CTaJId HCIOJb30BaTh TAaK HAa3bIBACMBIC
€ TCXHOJIOTHU MAaCCOBOT'O pacCpoOCTpaHCHUA U METOJAbI COONNAJIBHOIO WHXXUHHUPUHTA,

co
'—I& 3aCTaBUTh IMMOJIB30BATCJIA OTKPBITH MMHUCHBMO, HepeﬁTH IO CCBHUIKE U3 IMHMChMa Ha HEKHH
WHTEpHET-pecypc U T.. M3 3TOrO ciemyer, 4To BO3MOXKHOCTH (DUIBTpAIlUU cllama Ba)KHBI HE
TOIILKO caMH TO ce0e, HO W i TPOTHUBOJIEHCTBUS HEKOTOPHIM HOBBIM BHJIaM HMHTEPHET-
MOIIIEHHUYECTBa (HampuMep, (GUIITUHTY), a TAKXKE PACIPOCTPAHEHUIO BPEIOHOCHBIX MTPOTPAMM.
s Cvemnble Hocumenu unopmauuu
Cwemuble HOCUTENU — AUCKeTHl, CD-mucku, (iem-kapTel — MIMPOKO UCHOIB3YIOTCS IS

XpaHEHUs U nepeaadn HHPopMaIuu.

[Tpu 3amycke @aiina, comepaiiero BpeIOHOCHBIM KOJ, CO ChEMHOTO HOCHUTENS BBl MOXKETE
MOBPEANTE NAHHBIC, XpaHANIUECA HAa BalllEM KOMIIBIOTEPEC, a TAKXKE paCIIpOCTPaHHUTHL BUPYC HaA
APYruc 1MCKU KOMIIBIOTEpA UJIIM KOMIIBIOTEPHI CCTH.



Buouwi yepo3:

e Yepsu (Worms)

JlaHHas KaTteropust BpeJOHOCHBIX IIPOTPaMM I PaCIpPOCTPaHEHUsI UCIIOJIB3YET B OCHOBHOM
YS3BUMOCTH OIEPALMOHHBIX cHcTeM. Has3Banme »3Toro kmacca OBUIO JaHO HCXOAsd U3
CIIOCOOHOCTH dYepBel ''mepernos3aTh’ € KOMIBIOTEpPA Ha KOMIIBIOTEpP, HCIOJB3YS CETH,
AJIEKTPOHHYIO TMMOYTY M JApyrue WH(OpMalUOHHBIE KaHaibl. Takxke Onmarojaps 3TOMY MHOTHE
YyepBU 00J1a1at0T JOCTATOUYHO BBICOKOM CKOPOCTBIO PACIIPOCTPAHEHHUS.

YepBu NPOHUKAIOT HAa KOMIIBIOTEP, BBIUMCIIAIOT CETEBbIE ajpeca JPYIUX KOMIBIOTEPOB U

pAacChUIAIOT MO ATHUM aapecaM CBOM KomuHu. [IOMHMO CETEeBBIX apecoB YacTO HCIIO TCSI
JIaHHBIC aJPECHON KHWIH IOYTOBBIX KIMEHTOB. [IpeacTaBuTenu 3TOro kiacca B CHBIX
nporpaMM HMHOTZIa CO3Jar0T pabouue (ailipl Ha JAWCKAaX CUCTEMBbI, HO MO obmie He

oOparaThCsl K pecypcaM KOMIbIoTepa (3a UCKIIIOUEHHEM OIllepaTUBHOM IaM I/I)§
e Bupycsi (Viruses)

[TporpaMMbl, KOTOpBIE 3apaXKAIOT IAPYrHe MPOrpaMMbl — 100aBIsS X CBOH KOJ, YTOOBI
NOJYYUTh YIpPaBICHHE TPU 3aIyCKe 3apakeHHBIX (aiinoB. DTo cToe omnpeneyneHue JaeT
BO3MO>KHOCTb BBISIBUTb OCHOBHOE JIEWCTBHUE, BHIIIOJIIHIEMOE BUPY apa’keHue.

e Tposinckue nporpammsl (Trojans)
HpOFpaMMI)I, KOTOPBIC BBIITOJHAIOT HA IMOPAKACMBIX %IOTean HCCAHKIIMOHHUPOBAHHBIC

IIOJIB30BATEIEM JIEUCTBUS, T.€. B 3aBUCHUMOCTH KUX-TM00 YCIOBUH YHHUYTOXKAIOT
UHPOPMALIMIO Ha IHCKaX, MPHUBOIAT CHCTEMY K CaHMIO", BOPYIOT KOHQUACHIHAIBHYIO
uHpopmanuio W T.0. JlaHHBIA Kiacc Bpeno, X TMporpamMm HeE SBISIETCA BHPYCOM B

TpaAUIIUOHHOM IIOHMMAHHWH 3TOI'O TCPMHUHA
TPOSAHCKHUEC IIpOIpaMMbl HC croco0

€ 3apaykaeT APyrue NporpaMMbl UITU JaHHEIE);
OCTOSATENIbHO TPOHUKATh Ha KOMITBIOTEPHI M
nojg  BUAOM  "MoOJIE3HOro"  IPOTrpPaMMHOTO
bIil MU, MOXKET BO MHOT'O pa3 MpPEBBIIIATH MOTEPU OT

paclpoCTpaHAOTCA  3JOYMBILUICHH
obecnieuenus. [Ipu sToM Bpen, Ha
TpaAULMOHHON BUPYCHOM aTak
B mnocnennee Bpems gam{)f paclpOCTpPaHEHHBIMA THUIIAMH BPEJOHOCHBIX IIPOrpamw,
HNOPTSIIAMHA KOMIIBIOTED, aHHbIC, CTanu 4epBU. Jlanee 1Mo pacpOCTPaHEHHOCTH CIEHYIOT
BUPYCBI U TPOSIHCKHE pammbl. HekoTopble BpeOHOCHBIE NMPOrpaMMbl COBMELIAIOT B cede
XapaKTEPUCTUKH JIM 1aK€ TPEX U3 NIEPEUNCIIEHHBIX BBIIIE KJIACCOB.
e Ilporp -pexiaamsl (Adware)

0 gtm KoJ1, 0€3 BeJoMa MO0JIb30BaTENsl BKIIOUEHHBIN B IPOrpaMMHOE 00€CIIeYeHUE C

TpaluM pekJaMHbIX 00bsiBieHni. Kak mpaBuiio, mporpaMMbl-pekiiaMbl BCTPOESHBI

Hoe ofecrieyeHue, pacrpocTpaHsionieecss OecruiaTHo. Pexiiama pacnosaraercss B
uHTepdeiice. 3adyacTyio JaHHBIE MPOrpaMMbl TakXe COOMPAIOT U MNEePenpaBisIOT
CBOEMY pa3pabOTUMKy MEPCOHAIBbHYIO MH(POPMALMIO O MOJb30BaTee, U3MEHSAIOT pa3iInyHble
napameTpsl Opays3epa (CTapTOBble U IMOMCKOBBIE CTPAHHUIIBI, YPOBHU O€30MaCHOCTH H T.1.), a
TaK)Ke CO3Jal0T HEKOHTPOJIMPYEMBI Mojb30BaTeneM Tpaduk. Bece 3To MokeT mpuBecCTH Kak K
HApYICHUIO IMOJIUTHKU 6630HaCHOCTI/I, TaK U K IPSAMBIM (bHHaHCOBI)IM IMOTECPAM.

e [IporpaMmMbI-IuOHBI (Spyware)

[IporpammHoe oOecrneueHue, MO3BOJAIONIEE COOMpPATh CBEJACHHUS OO OTAENIBHO B3STOM
M0JIb30BaTeNe WIM OopraHu3anuu 0e3 ux BegoMa. O HaaMUMM NMPOTrPaMM-IIIUOHOB HA CBOEM
KOMIIBIOTEPE BbI MOXKCTEC W HE J0raJbIBaThbCH. Kaxk MpaBujI0, LCJIBIO MNPOrpaMM-IIIIHOHOB
SABJISICTCA:



v’ OTCJeXHMBaHUE NEHCTBHH IOJIb30BATEINS Ha KOMITBIOTEPE;

v c6op uH(DOPMAIMH O COJAEPKAHUH XKECTKOTO JUCKA; B 9TOM CIIy4acT Yalle BCEro pedb
UJIET O CKaHUPOBAHUM HEKOTOPHIX KaTaJOrOB M CHUCTEMHOTO peecTpa ¢ LEbIo
COCTaBJICHUS CIHCKA MPOTPAMMHOT0 00ECIIEUCHHSI, YCTAHOBICHHOTO HA KOMITBIOTEPE;

V' c60p HH(OPMAIIHH O KAYECTBE CBSI3H, CIIOCO0E TOIKITIOUEHHUS, CKOPOCTH MOJIEMA U T.[I.

e [lorennuajabHo onacHbie npuiaoxkenns (Riskware)

[Iporpammuoe oOecrieyeHne, KOTOpOE HE UMEET KaKOW-THOO BPEAOHOCHOW (YHKIMH, HO
MOJKET OBITh HCIIOJIb30BAHO 3JIOYMBIIUICHHUKAMH B Ka4eCTBE BCIIOMOTATEIbHBIX KOMIIOHEHTOB
BPEIOHOCHOH MPOrpaMMbl, MOCKOJIbKY COACPKUT Opemu U omuOKu. [Ipn HEKOTOPBIX YCIOBUAX
HaJIM4Me TaKuX MpOorpaMM Ha KOMIIBIOTEpE IIOABEpraeT Ballu JaHHbIE pPHUCKY. K
porpaMmaM OTHOCSATCSI, HAallpUMEp, HEKOTOPbIE YTHUIUTHl YAAJIECHHOIO aJIMUHHCT
IIpOorpaMMbl  aBTOMAaTUYECKOI'O IMEPEKIIOYEHUS] PACKIAIKU KJIaBUATYpHI, IRC%

bl

UM

HUS,
1, FTP-
cepBepa, BCEBO3MOKHBIC YTHIIMTHI JUIsl OCTAHOBKH ITPOLIECCOB MJTU CKPBITHS HX

Emie oHuM BUAOM BPEIOHOCHBIX MPOTPAMM, SIBIISIFOITUMCS HOI‘paHI/I‘-IHBIMg‘l,TaKI/IX porpaMm

kak Adware, Spyware u Riskware, siBIsitoTCS Iporpammsl, BCTpaHBal@, B YCTaHOBJICHHBII

Ha KOMITbIOTEpE Opay3ep U NepeHaIpaBIIsionme Tpaduk. ,6
e IIporpammbi-miyTkHu (Jokes) %
[IporpamMmMHOe oOecriedeHne, He MPUIHHSIONICES KOMHBIOTG% AROTO-MOO0 MPSMOTO BpEIa,

HO BBIBOJSIIEE COOOLICHHUS O TOM, YTO TaKOW BpEHd yXKe II eH, 100 OyneT MPUUMHEH NpU
Kakux-mubo ycnoBusax. Takue mporpaMMbl dYacT eIYNPEeXTAI0T IONb30BaTeNd O
HECYILECTBYIOLIEH ONAacCHOCTH, HalpUMep, BbIBOJ %6H_16HI/I}I 0 (GopMaTUPOBAaHUM AMCKA
(XOTs HUKAKOro (OpMATUPOBAHMS HA CAMOM z[e%%y MIPOUCXO/UT), OOHAPYKUBAIOT BUPYCHI B
He3apaXeHHbIX ¢ailnax u T.1. ’Q
e IIporpammbi-MmackupoBuku (R ®
YTUIUTH, UCHOJb3yeMble I C

s BpPEIOHOCHOW akTHUBHOCTH. OHM MAaCKHUPYIOT
BPEIOHOCHBIE MTPOrPaMMBbI, YTOObI aTh UX OOHApPYKEHHs] aHTUBHUPYCHBIMU MPOTrpaMMaMH.
[TporpaMMbI-MacKUPOBIIMKH M LUPYIOT OINEPAlMOHHYI0 CHCTEMY Ha KOMIIBIOTEpE U
3aMEHATh OCHOBHBIE €€ (PYHK TOOBI CKPBITh CBOE COOCTBEHHOE MPUCYTCTBUE U JCHCTBUS,
KOTOpBIE NpeTPUHUMAET, BIIJICHHUK Ha 3apaK€HHOM KOMIIBIOTEpE.

e IlIpouue onac OrpamMMbl

ITporpammsel, CK%HHG Ui opranuszaunu DoS-atak Ha ynaneHHbIE cepBepa, B3JIOMa
IPYTUX KOMII B, a TaKXe SBJIIOIIMECS 4YacTblO Cpelbl pa3pabOTKH BPEIOHOCHOIO
nporpaMmMHEQra‘ofecnedennd. K takum nporpamMmam oTHocsATca Xxakepckue ytuiautel (Hack
Tools), %{p
po bl TPOrpamMM Ul B3JIOMA CETEBBIX PECYPCOB WM MPOHUKHOBEHHUS B aTaKyeMYIO

YKTOPBI BUPYCOB, CKAaHEPHI YSI3BUMOCTEH, MpPOrpaMMbl JIJisi B3JIOMa MapoJeH,

CHC

% Xakepckue amaku
Xakepckue aTakh — 93TO JCWCTBUS 3JIOYMBIIUICHHHUKOB WJIM BPEJOHOCHBIX IPOTPAMM,

HarpaBJeHHbIE Ha 3axBaT WH(GOPMAIIMOHHBIX JaHHBIX YIAJICHHOTO KOMIBIOTEpPA, BHIBEICHUE
CUCTEMBI U3 CTPOS WJIM MOJTyYEHHUE MOJTHOTO KOHTPOJIS HaJl pecypcaMy KOMIIbIOTEpa.

<> Hexkomopble 6uovl unmeprem-mouieHHUYeCmed

e O@umunr (Phishing) — Bua MHTEpHET-MOIIEHHHYECTBA, 3aKITIOYAMONIMICS B PACCHUIKE

JJIEKTPOHHBIX COOOIIEHUH C LENTbI0 KPaKu KOH(UIEHIMaIbHON uHOpManuu, Kak



npaBujI0, GUHAHCOBOTO XapakTepa. OUITMHT-COOOIICHHS COCTABIISIIOTCS TAKUM 00pa3oM,
4T00bI MAKCUMAIBHO MOXOJUTh Ha HH(POPMAIIMOHHbIE MUChMA OT OAaHKOBCKHUX CTPYKTYD,
KOMITaHUH M3BeCTHBIX OpeHaoB. [IuchMa comepKar CChUIKY Ha 3aBEIOMO JIOKHBIM CalT,
CIICLIMAJIbHO TOATOTOBJICHHBIA 3JI0YMBILUIEHHUKAMHU W SIBJSIOLIMKCS KONMEW caiiTa
OpraHu3aliii, OT SKOObI HMMEHHM KOTOpOM mpuuuio nucbmo. Ha manHoM caiite
MOJIb30BATENIO MpejlaraeTcsi BBECTH, HAlpUMep, HOMEpP CBOEH KpEAUTHOM KapThl U
JIPYTyI0 KOH(DHICHIIMAIBHYIO HHPOPMAIIHIO.

e JI03BOH Ha IJIATHBIE UHTEPHET-PECYPCHI — BUJ UHTEPHET-MOILIEHHUYECTBA, CBA3AHHBIN C

HECAHKIIMOHUPOBAHHBIM HCIIOJIb30BAHUEM IUIATHBIX HHTEPHET-PECYPCOB (Yalle BCETo
3TO BeO-CalThI NOPHOTPapUIECKOTo COJICpKAHUSA). YcraHo ‘B{He
3JI0yMBINIUICHHUKaM#u TporpaMmbl  (dialers) WHUIIMUPYIOT MOJEMHOE COE e C
Balllero KOMITBIOTEpA Ha TUIATHBIA HOMep. Yarne BCero MCHojb3yeMbie % UMEIOT
OUYCHb BBICOKHE TapUQBbI, B pPe3yabTaTe MOJIb30BATEIb BEIHYKICH Oﬂﬂaﬁ

TesneOHHbIE CYeTa. f{)\/
Q

OTPOMHBIE

. %/

< Haeazuueas pexiama

Hapsi3unBasi pekiiama — 3TO BCIUTBIBAIOIINE OKHA M PEKJIAMH HEPBI, OTKPHIBAOIIAECS
npu pabore ¢ BeG-caiitamu. Kak mpasuino, undopmanus, co& asicsi B HUX, HE OBbIBAcT
HOJIE3HOM. J[eMOHCTpalusi BCILIBIBAIOIIUX OKOH U 0OaH OTBIIEKAET II0JIL30BATENSA OT
OCHOBHBIX 33][a4, YBEJIMUMBAET 00beM TpaduKa. @

% Cnam (Spam) %(b

Cnam — 3TO aHOHHMHasi MaccoBasi PacChl JKEJIATENIbHBIX [TOYTOBBIX coo0meHuil. Tak,

CIIaMOM ABJIAAIOTCA PACCBUIKKM PCKIaMH OJIMTUYCCKOI'0O W AaruTalkMoOHHOI'0 XapakTepa,

m1ucbMa, MNPHU3BIBAIOIIUC IIOMOYb KOM b. OTII@JII)HYIO KaTCropruro cCriama COCTaBJIAIOT
b 6OJ'ILH_IYIO CyMMYy JACHCI' WM BOBJICKAOIIHUEC B

CbMa, HAIIPABJIICHHBIC Ha KpaXy naponeﬁ U HOMCPOB

nucbMa C IMNPCATOKCHUAMHA 0o0H
(bI/IHaHCOBBIC nupamMuJibl, a TakK
KpCAUTHBIX KapT, IMUCbMa C %601\/’1 nepeciiatb 3HAKOMbIM (HaHpI/IMep, nucbMa C‘-IaCTBH) n
T. n. Cnam CYIJ_IeCTBeHHé &‘H/IBaCT HAarpy3Ky Ha IIOYTOBBIC CCPBEpa M IOBLINIACT PHUCK

noTepu UHPOpMaIHH, 5 1 J171s1 [T0JIb30BATEIIS.

IIpusnak eHUs
Ectb p @ KOB, CBHJICTEIILCTBYIOIINX O 3apaKeHUH KoMmIbioTepa. Eciin BeI 3ameuaere,
4TO C KO TEPOM IIPOUCXOAT "CTpaHHbIE" BEIIH, 8 UMEHHO:
D) % 9KpaH BBIBOJATCS  HENPEIyCMOTPEHHbIE CcOOOlIeHMs, u300pakeHus 1o
@Q MIPOU3BOIATCS] HETIPETyCMOTPEHHBIE 3BYKOBBIC CHTHAJIBI;

HEOXHJIaHHO OTKpBIBaeTcs U 3akpbiBaeTcs JoTok CD/DVD-ROM-ycrpoiicTBa;

® [IPOU3BOJIbHO, 0€3 Balllero y4acTHs, Ha BallleM KOMIIBIOTEPE 3aIlyCKaloTCs Kakhe-Iu0o
IPOTPaMMBbl;

® Ha JKpaH BBIBOJATCS NMPEAYNPEXKICHHUS O MONBITKE KAaKOH-THOO M3 MporpaMM Ballero
KOMITbIOTEPA BBIMTH B MHTEPHET, XOTS Bbl HUKAK HE HHUIIMMPOBAJIIH TAaKOE €€ MOBEICHUE,
TO, C OOJIBIIION CTEMEHBIO BEPOSATHOCTH, MOYKHO MPEANOI0XKUTh, YTO Balll KOMITBIOTEP
MOpake€H BUPYCOM.

Kpome Toro, ecTh HEKOTOPHIE XapaKTepHbIC MPU3HAKHA OPAKEHHSI BUPYCOM Yepe3 IMOUTY:

e JIpy3bs UM 3HAKOMBIE TOBOPSAT BaM O COOOIIEHHIX OT Bac, KOTOPHIE BBl HE OTIIPABIISIN;



® B BalleM MOYTOBOM SIIUKE HAXOAUTCS OOJBIIIOE KOJUYECTBO COOOIIeHU 0e3 00paTHOTO

ajzipeca 1 3aroJioBKa.

Creayer OTMETHTD, YTO HE BCErJa TaKhe MPHU3HAKU BBI3BIBAIOTCS MPUCYTCTBUEM BHPYCOB.
WNuorna oM MOryT OBITH CIIEACTBHEM MAPYrHX mNpuuuH. Hampumep, B cilydae ¢ MOYTOM
3apa)KCHHBIC COOOIICHUS MOTYT PacChUIATHCS C BAalIMM OOpAaTHBIM aJpEecoM, HO HE C Balllero
KOMIThIOTEPA.

EcThb Takke KOCBCHHBIC TPU3HAKK 3apasKeHUS BAIIIETO KOMIIbIOTEpa:

e YacThie 3aBUCaHUs U cOOU B paboTe KOMITBIOTEPA;

e MeUIcHHAs paboTa KOMIIbIOTEpa MPH 3aMycKe IPOrpamMmM;

® HEBO3MOXHOCTb 3arpy3KH ONEPALlMOHHON CUCTEMBI; @
® ucuYe3HOBEHHE (AIIIOB M KaTAJIOTOB MJIM UCKAXEHUE MX COIECPKUMOTO; f))k\
e yacToe oOpallleHue K KEeCTKOMY JTUCKY (4aCTO MUTAET JIaMIIOYKa Ha CHUCT 0J510Ke);

e BeO-Opaysep (mampumep, Microsoft Internet Explorer) "3aBucaer! BeneT cebs
HEOXKHIaHHBIM 00pa3oM (Harpumep, OKHO MPOrpaMMbl HEBO3MOXK BITh).
B 90% cnydaeB Hajauuue KOCBEHHBIX CHMIITOMOB BBI3BAHO C anmnapaTHOM HJIH

POrpPaMMHOM OOECTICYEHUH. fb

Yro geaTh NPH HAJINYHUYU NPU3HAKOB 3apaKeHHs %
Ecnu BBI 3ameTmim, 4TO Balll KOMIBIOTEP "BelET ce0st %pI/ITCJII)HO",

e OTKIIOUMTE KOMIIBIOTED OT HMHTEpPHETa M I HOW CeTH, eclid OH K Hel ObLI
TIO/IKJTFOUCH. 'b

e EciM cHMITOM 3apakKeHHs COCTOHT B T 0 BB HE MOXKETE 3aTPY3UThCA C KECTKOTO
JUCKAa KOMIBIOTEpa (KOMIIBIOTEP eT ommOKy, KOTJa BBl €ro BKJIIOYAeTe),

nonpoOyiiTe 3arpy3uThcs B pe UTHI OT COOEB MJIM C TMCKA aBapUUHOW 3arpy3Ku
Microsoft Windows, KoTopbIit

KOMIIBIOTED. Q

e [Jlpexne uem npennpu \gﬁ Kakue-mM0o JeMcTBUS, COXpaHHUTE pe3yibTaThl Ballen
paboThl Ha BHeHng/Iﬁ Q&HB (nuckery, CD-nuck, ¢aem-kapTy u np.).

e VYCTaHOBUTE aHT CHYIO IIPOTPaMMYy, €CIIM BBl 3TOTO €IIE HE CACIIAIH.

3AaBajik IPpHU YCTaHOBKE OHCpaHHOHHOﬁ CUCTCMBI Ha

e (OOHOBHUTE C y yrpo3 mporpammbl. Eciu 3TO BO3MOXHO, NIt MX TOJY4ECHHS
BBIXOJIUTE €pPHET HE CO CBOEr0 KOMIIbIOTEpA, a C HE3apaXKEHHOTO KOMIIBIOTEpa
z[py3ep”1\ pHeT-Kade, ¢ paboTel. Jlydie BOCMIONB30BAThCS APYTUM KOMIBIOTEPOM,
n J1 Ipy TOAKIOYEHUHM K HMHTEPHETY C 3apaXEHHOrO KOMIIBIOTEPA €CTh
% HOCTb OTIHpPABKU BHPYCOM BaKHOM HHq)OpMaHHH 3JIOYMBINIJICHHUKAaM  WJIN

pOCTpaHEHHsI BUpyca MO agpecaM Ballell aJpecHOW KHUTH. IMEHHO mo3TOoMy mpu
OJIO3PEHHH Ha 3apaKEHUE Jy4llle BCEro Cpa3y OTKIKYUTHCSA OT HHTEPHETA.
e 3amycTuTE MOJIHYIO IPOBEPKY KOMIBIOTEPA

IpodunakTuka 3apakeHust

Hukakue camble HaJe)KHBIE W pa3yMHBIE MEpPbl HE CMOTYT OOECIEYHTH CTOIMPOIICHTHYIO
3alIUTy OT KOMITBIOTEPHBIX BHPYCOB W TPOSHCKUX TMPOTpPamMM, HO, BBIPaOOTaB A ceOs psi
MpaBUJ, BBl CYIIECTBEHHO CHHU3HUTE BEPOSTHOCTH BUPYCHOW aTakM U CTENEHb BO3MOXKHOTO
yiepoa.

OgHUM ¥3 OCHOBHBIX METOJOB OOpHOBI ¢ BUpYCaMU SIBISETCS CBOEBPEMEHHas
npodunaktuka. KommproTepHas npouiIakTHKa COCTOUT U3 HEOONBIIOr0 KOJMYECTBA MpPaBUII,



coONIofieHHe KOTOPBIX 3HAUMUTEIbHO CHMKAET BEPOSITHOCTh 3apaKEHUS BUPYCOM M MOTEPHU

KAKUX-JIN0O TAaHHBIX.

Hixe NEpCUUCIICHBI OCHOBHBIC ITpaBUJIa 6€3OHaCHOCTI/I, BBITIOJIHCHUC KOTOPBIX IMO3BOJIUT

u30eraTb BUPYCHBIX aTak.

IIpaBuiao Ne 1: 3amuTUTEe KOMIIBIOTEP C IOMOIIBIO AHTUBUPYCHBIX IPOrpaMM U IIPOrpaMMm

Oe3omacHoOl paboThl B uHTEpHETE. JlJ1st ATOrO:

be3ornararenbHO yCcTaHOBUTE aHTUBUPYCHYIO IIPOIpPaMMy.
PerynsipHo 0GHOBIIANTE CUTHATYPHI YTPO3, BXOASIINE B COCTAB IPOrPAMMBI.

IIpaBuiio Ne 2: OyapTe OCTOPOXKHBI ITPH 3aMIMCH HOBBIX JAHHBIX HA KOMIIBIOTEP:

[TpoBepsiiiTe HAa TPUCYTCTBUE BUPYCOB BCE ChHEMHBIE AUCKU (TUCKETHI, CD-HHCKH{‘@EHF
KapThl U TIp.) MEepe UX UCIIOIb30BAaHUEM. \X\

q)af/’IJIOB, NpumeaAInX 1Mo Mo4YTe, €CJIN Bbl HC YBCPCHBI, YTO OHU Z[eflCTB HO JOJI’KHBI

OcTopokHO oOOpamaiiTecb ¢ MOYTOBBIMU coOOmmIeHussMUA. He 3any§a1@ HUKaKUX
OBLIIN HpI/If/'ITI/I K BaM, JaXXC €CJIM OHH OTIIPABJICHLI BAlllIUMHU 3HAKO

BHumarensHO OTHOCHTECh K MH(POPMAIMH, MTOJTy4aeMON U3 U a. Ecim ¢ kxakoro-
a0 BeO-caiiTa BaM IpeasaraeTcsi yCTaHOBUTh HOBYIO IIPOT y, 00paTuTe BHUMaHUE
Ha HaJIM4He y Hee cepTudukara 6€30MacHOCTH.

Ecau BHI KOIIUPYCTC U3 HHTCPHCTA HIIN JIOKAJILH %CGTI/I HCITOJIHSIEMBIH Cpaﬁn,

00513aTeJIbHO ITPOBEPHTE €T0 € TIOMOIIBI0 AHTUBUPY, IIPOrPaMMBl.
BHuMaTenpHO OTHOCHTECH K  BBIOOpY 11O MBIX BaMH HHTEPHET-PECYPCOB.
HexoTtopsie u3 caiiToB 3apakeHbl OMIACHBIMY T-BUPYCaMU WJIM UHTEPHET-YEPBIMHU.

IIpaBuigo Ne 3: moyib3yHTECh CEPBUCOM W@vs Update u peryispHO yCTaHABJIMBAWTE
OOHOBJICHHSI OTICPAITMOHHOMN CHCTeMBI Micro indows.

IIpaBuiao Ned: mnoxkymaiite III/ICTE Hbl€ KOIMM IPOrPaMMHOTO OOECIEYEHUs Yy

opUIIHATBEHBIX TPOIABIIOB.

IIpaBuio Ne 5: orpanuubTe Kp i, TOMyIIEHHBIX K padoTe Ha BallleM KOMIIbIOTEpE.
IIpaBuio Ne 6: ymenbmuTe ENPUATHBIX OCIEACTBUNA BO3MOKHOI'O 3apaykKEHUS:

CBOEBpeMEHHO J1enaij PBHOE KOITMPOBAHHE JAHHBIX.
Coznaiite auck a Or0 BOCCTaHOBJICHHUS, C KOTOPOTO MPU HEOOXOIUMOCTH MOXKHO
Oyner 3arpy3u WCTIONB3YS "UUCTYIO" OMEepPallMOHHYIO CHCTEMY.

IMpasuiio Ne 7'4\ JIPHO MPOCMATPUBANTE CIUCOK YCTAHOBJIECHHBIX MPOrpaMM Ha BalleM

KOMIIBIOTEPE. OTOIr0 BbI MOXCETC BOCIIOJB30BATHECA ITYHKTOM chauoexa/ydaﬂeuue

npozpam. eéeiu uncmpymernmoeé UiIN IIPOCTO MPOCMOTPETH COACPKHUMOE KaTajiora

Progr
C%I 1€ aHTUBUPYCHBIC MMPOTPaMMBI:

\

, KaTajiora aBTO3arpys3Ku.

rton Antivirus
Dr. Web
Kaspersky Antivirus
NOD 32
Mc Afee
Panda Antivirus



http://www.novirus.ru/?a=vendors&b=7
http://www.drweb.com/
http://www.kaspersky.ru/
http://www.novirus.ru/?a=vendors&b=4
http://www.mcafee.ru/
http://www.viruslab.ru/products/detail.1871.html

